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DETAILED ACTION 
Notice to Applicant 

1. This Office Action is responsive to the application filed 08/14/2001. Claims 1-17 
are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

4. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sixtus (US Pat#: 5,903,721) in view of Gallant (US PG Pub# 2002/0167946). 

A. As per claim 1 , Sixtus discloses a method of combating fraud in electronic 
payment transactions conducted over the Internet, comprising: 
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(a) presenting a customer data page from a server to a potential buyer of a 
product or service displayed on the Internet web site of a seller for completion by 
the buyer with selected information; 

(b) generating a globally unique identifier number which is embedded in the 
customer data page and stored in the memory of the server; 

(c) comparing the globally unique identifier number embedded in the customer 
data page with the globally unique identified number stored in memory in the 
server upon submission of the customer data page for credit approval (for steps 
a, b, and c, Sixtus: col 3, In 48 to col 4, Ins 17); 

Sixtus fails to discloses 

(d) executing a fraud analysis in the event the globally unique identifier number 
embedded in the customer data page submitted for credit approval is determined 
to have previously matched a globally unique identified number stored in the 
memory of the server. 

However, this feature is well known in the art as evidenced by the 
teachings of Krishnasamy who teaches an internet telephony system which 
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generates and uses a unique network transaction identifier based on user data. 
Under certain circumstances, a fraud analysis system will be triggered based on 
a comparison of the identifier information and information in one of several 
databases. In the process known as "Billed Number Screening (Fraud) 
Validation ", some or all of the data in the identifier can be checked against a 
lookup table to see if the same information is present and flagged as a fraud risk 
(Krishnaswamy: col 21, In 64 to col 22, In 12; col 37, Ins 34-55; col 250, Ins 56- 
66). 

It would have been obvious at the time of the invention to one of ordinary 
skill in the art to combine the teachings of Sixtus and Krishnaswamy with the 
motivation of enabling the Internet transaction processing system of Sixtus to 
incorporate telephony ability into the possible modes of Internet interaction 
(Krishnaswamy: col 1, Ins 14-22) between customer and vendor. 

B. As per claim 2, 3, and 4, Krishnaswamy teaches the method of claim 1 in which 
step (a) comprises employing a secure, encrypted server to receive a purchase request 
from the buyer, and generating the customer data page on the server in response to the 
purchase request (Krishnaswamy: col 41, Ins 50-55); 

(claim 3) the method of claim 2 in which step (b) comprises generating the globally 
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unique identifier number from data transmitted to the server upon receipt of the 
purchase request from the buyer 

(claim 4) the method of claim 3 in which the data transmitted to the server for 

generation of the globally unique identifier is selected from the following: 

(i) the time when the purchase request was made; 

(ii) the identity of the web browser used by the buyer; 

(iii) the IP address of the buyer (for both claims 3 and 4, , Krishnaswamy, col 
108, Ins 22-32); 

and 

(iv) the buyer information entered on the customer data page. 

C. As per claims 5 and 6, Krishnaswamy teaches the method of claim 1 in which 
step (b) includes 



(claim 5) 



embedding the globally unique identifier number in the customer data 
page so that it is not visible to the buyer. 
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(claim 6) generating a globally unique identifier number which is unique to each 
customer data page (Krishnaswamy: col 37, In 34-55). 

D. As per claim 7 Krishnaswamy teaches the method of claim 1 further including the 
step of 

determining whether or not a globally unique identifier number is embedded in 
the customer data page presented for credit approval, and blocking the 
transaction in the event no globally unique identifier number is present 
(Krishnaswamy: col 21, In 64 to col 22, Ins 12). 

E. As per claim 8 and 9, Krishnaswamy teaches the method of claim 1 

(claim 8) in which step (d) comprises determining whether the customer data page 
has been used in a successful transaction on the Internet web site of the seller 
immediately prior to the submission of the same customer data page for credit approval; 

(claim 9) the method of claim 8 in which the transaction is blocked in the event the 
same customer data page used in a successful transaction on the Internet web site of 
the seller is submitted again for credit approval immediately after the successful 
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transaction is completed (for both claims, Krishnaswamy: col 21, In 64 to col 22, Ins 12). 
F. As per claims 10-12, Krishnaswamy teaches 

(claim 10) the method of claim 1 further comprising storing in the memory of the 

server the customer information entered on each customer data page and 
the globally unique identifier associated with each of said customer data 
pages (Krishnaswamy: col 30, Ins 5-8); 

(claim 11) the method of claim 10 in which step (d) comprises comparing the 

customer information and the globally unique identifier number associated 
with a customer data page submitted for credit approval with the customer 
information and globally unique identifier number contained on a customer 
data page stored in memory in the server; 

(claim 12) the method of claim 1 1 in which the transaction is blocked in the event 

significant differences are detected in comparing the customer information 
contained on the customer data page submitted for credit approval and 
the customer information listed on a customer data page stored in the 
memory of the server (Krishnaswamy: col 21, In 64 to col 22, In 12; col 37, 
Ins 34-55; col 250, Ins 56-66). 
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F. Claims 13-17 are rejected for the same reasons as corresponding claims 1 and 
4-7 respectively. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. The cited but not replied upon art describes systems of fraud 
detection for Internet transactions including the use of identifiers in a variety of 
configurations in such systems. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Martin A. Gottschalk whose telephone number is (571) 

272- 7030. The examiner can normally be reached on Mon - Fri 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James P. Trammell can be reached on (571) 272-6712. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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